

















Although each of the international agreements
described in Chapter 2 has a different purpose,

there are similarities between them at the operational
level. Thus the types of issues facing a Customs

or border control officer when implementing

one treaty might resemble those encountered in
implementing other treaties.

The first part of this chapter describes several
common practical aspects of the multilateral
environmental agreements described in Chapter 2

to better help customs officers play their role in
implementing the agreements. As for the most recently
adopted MEAs, later editions of this Guide will
supplement information on procedures and processes
as more experience is gained in implementation.

The second part of this chapter describes how to
report cases of illegal trade related to MEAs, and how

to benefit from international co-operation in combating
illegal trade.




THE PRACTICAL ASPECTS OF IMPLEMENTING MEA CONTROLS: THE ROLE OF CUSTOMS

© Common issues for Customs

[%] Health and safety

Basel Convention

Customs officers should not approach a scene

involving hazardous materials before assessing the

situation, particularly before entering a confined

space. Based on that assessment, they would then

take the appropriate precautions. These precautions

include:

< Do not open the trailer doors of trucks suspected
of containing hazardous substances

Do not open tanks, drums or other containers that
may contain hazardous substances

= Do not assume that what is marked on a label,
drum or container is what is inside because illegal
traffickers often mix hazardous wastes with other
materials

< Do not enter confined spaces that may contain
hazardous substances.

Prudent steps include the following:

- Assess the situation

< |dentify the hazardous substance (with the
assistance of the appropriate scientific experts)

< Secure the scene

= Report the incident to the relevant health, safety
and regulatory personnel.

More specific guidance on how to verify a shipment
that contains, or may contain, hazardous wastes can
befoundinthe “Training Manual forthe Enforcement of
Laws Implementing the Basel Convention: Guidance
for Safe and Effective Detection, Investigation and
Prosecution of lllegal Traffic in Hazardous Wastes”
(http://www.basel.int/legalmatters/illegtraffic/index.
html#subt2). This manual addresses general
inspection of trailers and drums and techniques for
safely gathering samples.

Biosafety Protocol

For both living modified organisms (LMOs) for
intentional introduction into the environment and
LMOs for contained use, the Biosafety Protocol
requires that instructions for the safe handling,
storage, transport and use of the LMOs be
indicated in the documentation that accompanies
the shipment. If there are no instructions, that

fact must be indicated in the documentation in
accordance with the relevant decision of the Parties
to the Protocol. Customs officers should refer to the
documentation accompanying a shipment of LMOs
to determine whether they should take health and
safety precautions.

Chemical Weapons Convention

Because the Chemical Weapons Convention (CWC)
deals with the elimination of some of the most
toxic substances known to humankind, health and
safety concerns are central to its implementation.
The health and safety policy and regulations of
the Organisation for the Prevention of Chemical
Weapons (OPCW), together with the Convention
itself, lay down principles and obligations for both
the Secretariat and States Parties through which the
health and safety of all those associated with OPCW
activities will be safeguarded (see Table 3-1).

The implementation of the OPCW’s health and
safety programme focuses on providing specialised
medical and safety support to inspection teams, as
well as advice, information and training to member
states, on request, on the health and safety aspects
of chemical weapons and defence (that is, on the
properties of chemicals, detection, protection,
decontamination and medical treatment). These
activities are performed in conjunction with the
International Cooperation and Assistance Division.

More information on the activities of the OPCW is
available from each country’s National Authority
(http://www.opcw.org/en/NA_menu.html).

CITES

Safety must be the first priority when dealing with
live animals and plants, and parts thereof (see box
“Things to remember . . ."). All animals, even those
supposedly tame, can inflict wounds that range from
a simple scratch to a potentially lethal bite. Bites,
scrapes and scratches can be inflicted by the teeth
of monkeys, cats, canines, crocodiles and lizards; by
the beaks of turtles and bills of birds, such as parrots,
birds of prey, toucans, ostriches and pheasants; by
the fangs of snakes and stingers of scorpions, which
can inject a potentially fatal venom; and by the claws
of cats, monkeys, turtles and birds. Indeed, mammals



Table 3-1 Do’s and don’ts upon discovery of a chemical weapon or toxic chemical

Do’s

Don’ts

e  Assess the situation

e Try to identify the substance only with
information provided

e Secure the scene

e Report incident to the appropriate authority

e Take any action unless you have been
trained in handling toxic chemicals.

e Enter confined spaces

e Open trailers or trucks

e Open drums or other containers

e Presume the exact contents of the cargo
based on label

e  Destroy evidence

and birds can, for example, transmit to humans the
infection caused by the fungus Aspergillus. Monkeys
can be carriers of serious diseases such as hepatitis
A and B, Ebola virus, Marburg disease and the
simian immunodeficiency syndrome, a form of AIDS.
Parrots can transmit psittacosis. Ducks and geese
can be carriers of the bacteria that trigger botulism.
And reptiles, more specifically turtles, are carriers of
the bacteria that cause salmonellosis. And then there
are the chemical products, such as pesticides and
fungicides, that are routinely used to treat hunting
trophies and artificially propagated plants. Such
chemical products can release harmful particles.
Even plants, although easy to examine, may carry
potential health and safety risks.

Things to remember
when dealing with
potentially hazardous CITES specimens

= Do not handle the specimens directly

= Assess potential hazards before handling
cages and boxes

= Avoid handling jute bags or other soft
containers that may contain venomous
specimens

< Avoid handling any raw mammal skins
and hunting trophies

= Inspect plants, especially artificially
propagated ones, in a well-ventilated area

= Ensure that only those people directly
involved in the inspection are present

Once Customs officers have seen to their own safety
and that of their colleagues, they must take steps
to ensure the safety and survival of the specimens.
They must not only make certain that the guidelines
and regulations on the transport conditions of
live animals are followed, but also monitor the
specimens to ensure that they remain healthy while
under the control of Customs. If after examining the
documents and conducting a physical inspection
Customs officers determine that the permit is not
valid or of doubtful authenticity, they can apply
the normal detention procedures and contact the
relevant authorities. Otherwise, they should retain
the original copy (Copy 1) of the validated foreign
CITES export permit (and the original copy of the
CITES import permit for Appendix | specimens) and
forward them to the CITES Management Authority.

Montreal Protocol

Ozone-depleting substances include a wide range
of chemicals with different chemical and physical
properties. Most of these chemicals pose a risk
to human health and the environment if handled,
stored, transported or used without proper safety
precautions. National safety regulations must be
observed.

The following general rules should be observed:

= Do not vent refrigerants

2 Do not take samples of refrigerants without
adequate training and equipment

< Contact a designated professional for sampling
and analysis

= Use refrigerant identifiers only if familiar with their
use and authorised to do so

= Use leak detectors to inspect refrigerant cylinders
for leaks; inspect the cylinders and valves for
damage

= Use protective clothing (gloves, goggles) when
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handling containers of pressurised gases such as
CFCs or HCFCs, as they may cause frostbite

< Store refrigerant cylinders vertically and secure in
a protected, well-ventilated area

= Do not expose refrigerant cylinders to open flames
or direct sunlight; they contain pressurised gases

= Handle refrigerant cylinders carefully and do not
drop them; that may lead to valve damage

= Display warnings clearly in storage areas

< Donotdispose of any refrigerant by using methods
other than recovery and recycling, reclaim, reuse,
adequate storage or destruction

= Observe local regulations and standards on the
handling, transport and storage of refrigerants

[%] Seizures and storage

Basel Convention

Like the Biosafety Protocol, the Basel Convention
does not refer specifically to seizures or confiscation.
It does, however, allow the State of export to re-
import a shipment found to be illegal.

Countries have established national rules and
procedures to apply when an illegal shipment of
hazardous wastes is identified and seized. The
Competent Authority can advise Customs officers
on these rules and procedures. The storage
requirements for wastes depend on, among other
things, their chemical composition. Expertise
scientific advice should, therefore, be sought from
the Competent Authority, or other appropriate
environmental authority, when determining how to
store a seized shipment.

Biosafety Protocol

The Biosafety Protocol makes no mention of
seizures or confiscation. It does, however, state that
in the event of an illegal transboundary movement
of a living modified organism, the affected Party
may request the Party of origin to dispose of the
LMO in question by repatriation or destruction,
as appropriate, and at its own expense. An illegal
transboundary movement is a movement of an LMO
carried out in contravention of a Party’s domestic
measures to implement the Protocol.

Customs and border control officers should be
aware of the rules, procedures and contact points
their country has in place for responding in the event
an illegal transboundary movement of an LMO is
detected.
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Chemical Weapons Convention

Countries should have established national proce-
dures to apply if an illegal shipment of scheduled
chemicals is identified and seized. Any Customs
officers not aware of these rules should contact
the Convention’s National Authority. The storage
requirements for seized chemicals depend on the
chemical involved. Expert scientific advice should
be sought from a competent authority, such as a
Customs laboratory.

CITES

The CITES Management Authority should be
informed of any seizures of CITES specimens.
Because the Convention states that any living
specimen confiscated shall be entrusted to the
Management Authority of the State of confiscation, it
is the responsibility of the Management Authority to
care for and to decide on the disposal of confiscated
specimens. Customs administrations may not have
the facilities and expertise to care for confiscated live
specimens of plants or animals, and such specimens
may need immediate attention, depending on the
circumstances of the seizure. The storage of seized
products may raise health and safety concerns,
and some high-value products, such as sturgeon
caviar, may be highly perishable if not stored at the
correct temperature. Because confiscations might
occur outside of normal government working hours,
Customs officers should ensure that they have the
after-hours contact information for the CITES officials
and experts.

Montreal Protocol

Table 2-6 in Chapter 2 lists all necessary recommen-
dations and options on seizures and storage under
the Montreal Protocol. The National Ozone Unit
should be informed at the earliest opportunity.

[v] Communication

All treaties offer similar advice on communication:
Customs officers should be aware of the national
contact point for each MEA to which their country is
a Party, and they should receive regular updates from
contact points on how to implement the treaties.

Basel Convention
Each Party to the Basel Convention is required to
designate two national authorities for the purposes
of the Convention:
= The Focal Point, which is the government entity



responsible for submitting information to and
receiving information from the Secretariat of the
Basel Convention

< The Competent Authority, which is the government
body or bodies designated by a Party as
responsible for dealing with notifications of a
transboundary movement of hazardous wastes
or other wastes.

Customs officers are likely to have the most
contact with the Competent Authority, because it
is the agency that can verify whether a shipment
has secured the necessary permissions. Because
some shipments of hazardous wastes may contain
highly toxic substances, it is important to keep the
contact details of the Competent Authority close at
hand. Furthermore, some countries have multiple
Competent Authorities, each responsible for different
waste streams or different regions in the country. It is
essential to know who to call in a particular situation.
A full list of Competent Authorities is accessible at
http://www.basel.int/contact-info/frsetmain.html.

Biosafety Protocol

Communication is central to the operation and
implementation of the Biosafety Protocol. The
Biosafety Clearing-House (BCH), in particular, plays
a crucial role, allowing Parties to post information
about their decisions under the Protocol. Customs
officers should feel comfortable using the BCH
and know how to search it for various kinds of
information.

Communication between the competent national
authority or authorities in a country and its Customs
officers is also very important. Competent national
authorities can help to keep Customs officers
informed and up-to-date on the different LMOs being
approved, restricted or prohibited from import into
the country. National authorities should also facilitate
access to the BCH by Customs officers.

Chemical Weapons Convention

The National Authority plays an important role
in the implementation of the Convention and in
the communication associated with it. Although
the OPCW is the mechanism through which
compliance is verified, the National Authority is the
mechanism through which compliance is achieved
and demonstrated. Each State Party is required to
“designate or establish a National Authority to serve
as the national focal point for effective liaison with
the Organization and other States Parties”. The

National Authority must be designated by the date
of the entry into force of the Convention for the State
Party concerned.

States Parties enjoy wide discretion in determining
the size, structure, composition and mandate of
their National Authorities. State Parties may either
assign the task of National Authority to an existing
government department or agency, or create an
entirely new entity specifically for this function. Each
State Party’s actual situation (such as whether it
possesses chemical weapons, chemical weapons
production facilities, Schedule 1 facilities, a significant
chemical industry or export/import activities relevant
to the Convention, as well as the resources it can
allocate) determines the composition, structure and
mandate of its National Authority.

The National Authority can be either a centralised
entity with responsibilities covering all aspects of
national implementation of the Convention or a
decentralised entity that acts as liaison between the
OPCW and the several government departments
or agencies responsible for specific aspects of
national implementation. OPCW States Parties have
structured their National Authorities in a variety of
ways.

As the national focal point for liaison with the OPCW

and other States Parties, the national data collection

point and the facilitator of national implementation, an

effective National Authority is of central importance

to the effectiveness of the Convention itself. To meet

its basic obligations, each State Party must be in a

position to:

= Submit all the required declarations

= Act as liaison with the OPCW

= Co-operate with other States Parties

< Facilitate OPCW inspections

“ Respond to OPCW requests for assistance

< Protect the confidentiality of classified information

= Monitor and enforce national compliance

= Co-operate in the field of chemical activities for
purposes not prohibited under the Convention.

All these functions involve a State Party’s National
Authority to a greater or lesser extent, and the
mandates of National Authorities have been defined
correspondingly. Since the entry into force of the
Convention, experience has shown that many
National Authorities face significant challenges in
carrying out the varied tasks assigned to them under
the Convention.
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Customs officers will find that close co-operation
with the National Authority in their country will greatly
assist in the effective implementation of the CWC
obligations related to trade in chemicals. A complete
list of National Authorities with their contact details is
available at http://www.opcw.org. In those countries
in which the National Authority is still being formed,
the Permanent Representative to the OPCW of those
countries, usually the diplomatic mission posted in
The Hague (Netherlands) or Brussels (Belgium), can
be contacted for advice. A full list of Permanent
Representatives to the OPCW is available at:
http://www.opcw.org as well.

CITES

For a Customs or border control officer, assistance
with CITES matters should be a telephone call away.
It is therefore important that officers have on hand
the contact names, details and numbers they may
need (contact details and useful links can be found in
chapter 2). They also should be fully informed about
CITES and, most important, about any changes in
CITES or in national controls that could have an
impact on their work. That very important task falls
to the CITES Management Authority. It should send
Customs offices regular updates on CITES.

[i] Identification

Basel Convention

If they are fully aware of the requirements for lawful
shipments of hazardous materials and wastes and
of the schemes used by illegal traffickers in the past,
Customs officers can better identify illegal shipments
of hazardous wastes. The Basel Convention and
nationallaw require that the transboundary movement
of hazardous wastes or other wastes be controlled.
Legitimate shipments must be appropriately
packaged and accompanied by documentation,
including a hazardous waste movement document,
hazardous materials placards and Acknowledgement
of Consent from the receiving country.

Placards, labels and shipping papers are designed
to assist in the identification of hazardous materials
as they are transported. Shippers of hazardous
materials, including wastes, must (1) classify the
material; (2) select a proper shipping name; (3)
determine the packing group; (4) select an authorised
container; (5) mark and label the container; (6)
load and brace containers; (7) placard the vehicle;
(8) prepare the shipping papers; and (9) furnish
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emergency information.

The classifications most relevant to shipments of

hazardous wastes are as follows:

< Class 1: Explosives

= Class 2: Compressed gases

= Class 4: Flammable solids

= Class 7: Radioactive

= Class 8: Corrosive

= Class 9: Hazardous substances, wastes,
unknown

Of course, these declared classifications are based
on legitimate companies’ good faith efforts to
comply with requirements to identify their shipments
appropriately. Observations by Customs officers may
be more important than recognising these labels in
identifying illegal shipments of hazardous wastes
when they are not declared. Officers who observe
that a hazardous substance may be present should
proceed on that assumption until proven otherwise.
Such indications could include:
= Shapes of container. Tankers, drums, storage
tanks and compressed gas containers are all
possible receptacles for hazardous substances.
A Customs officer approaching any of these
containers should assume that they contain a
hazardous substance.
< Industrial sector. Manufacturing sectors known
to be users of hazardous substances usually
generate hazardous waste. Indicators that a
shipment is from an industrial sector or facility
that is associated with hazardous materials
should be treated with caution.
< Senses. The last way a Customs officer wants to
find out that a hazardous substance is present is by
smell, taste or other senses. If officers encounter
a smell that burns their eyes, mouth, nose or
skin, they should leave the area immediately and
contact health and safety professionals.

Afirst step in further investigation is to check with the
Competent Authority of the importing or exporting
agency, usually the environmental agency or ministry,
to verify that the State of import consented to the
shipment and, if so, for what substance and in what
amount. A misrepresentation on these documents
or material non-conformity may constitute illegal
trafficking of hazardous wastes or another crime
or Customs violation. The smuggling techniques
for hazardous wastes are similar to those used by
smugglers of ozone-depleting substances (ODS).
Biosafety Protocol



It may not be possible to distinguish a living modified
organism from its non-modified counterpart by visual
inspection alone. Sampling and detection techniques
are frequently necessary to test for the presence
of an LMO. Unfortunately, these techniques can
be costly and out of the reach of some countries.
The Parties to the Protocol have adopted an
Action Plan for Building Capacities for the Effective
Implementation of the Biosafety Protocol. Under
the Action Plan, identification of LMOs (including
their detection) is a key element requiring concrete
action. Customs officers should discuss their needs
for identifying LMOs with the appropriate authorities
so capacity building can be undertaken to help meet
these needs.

Chemical Weapons Convention
Three tools are available for use in identifying
scheduled chemicals under the Convention:

< “Handbook on Chemicals”. The “Declaration
Handbook” provides simple, clear guidance for
preparing the national declarations of the States
Parties in accordance with the requirements
of the Convention. Annex 2 of the “Declaration
Handbook” is the “Handbook on Chemicals”,
intended to help Customs officers and others to
identify chemicals. The chemicals included in the
handbook have been declared by States Parties;
it is not a list of all declarable chemicals. The
2005 version includes information on just under
900 chemicals. Paper copies of the “Declaration
Handbook” are available from the OPCW
Documentation Counter, or they can be sent by
post upon request (e-mail: deb@opcw.org). The
electronic version is available on CD-ROM, or it
can be downloaded from http://www.opcw.org.

2 OPCW Central Analytical Database. This
database serves as a source of the information
Customs laboratories need to identify chemical
weapons related chemicals. It contains
information on over 3,000 related chemicals,
including mass spectra, infrared (IR) and nuclear
magnetic resonance (NMR) spectra, and gas
chromatography retention indices. The database
can be obtained through National Authorities or
directly through the OPCW.

= “Selection of Generally Used Traded Scheduled
Chemicals”. This brochure was produced by the
Technical Secretariat to facilitate the identification
of some scheduled chemicals of particular

interest because of their trade or their use. The
list is intended to help National Authorities and
related organisations and institutions to identify
declarable activities and to serve as a general
reference. A free copy of this brochure can be
requested from the Declarations Branch, OPCW
(e-mail: deb@opcw.org).

CITES

Over 32,000 species of wild fauna and flora are
covered by the Convention. This large number places
a very difficult burden on Customs and border control
officers, who must physically inspect shipments to
ensure a match between their contents and their
documents and who, as non-specialists, are often
expected to know every species listed in a permit
application or CITES document. Indeed, the routine
exports of a country may be familiar to its Customs
officers, but imports or specimens in transit may be
unfamiliar and very difficult to identify. An ability to
identify specimens correctly is essential for verifying
the validity of documents and detecting fraud. Yet
the knowledge needed to identify species in the form
they are traded is not easy to acquire, and access to
specialists is not always the answer. The difficulties
encountered in identifying specimens vary. For
example, orchids have spectacular flowers to aid with
identification, and yet most orchid plants in trade will
not be flowering. An ornithologist identifying a bird in
the field has much additional information on which
to rely, such as habitat, behaviour and the known
ranges of species, but identifying a bird in a crate
that may be one of a hundred birds with damaged
or soiled plumage, and perhaps from an unknown
source, is quite another matter. Raw, semi-finished
and finished products may be particularly difficult
to detect or identify, and the provisions that relate
to parts and derivatives may be quite different from
those for whole or live specimens.

Thankfully, many Parties, institutions,
intergovernmental agencies and non-governmental
organisations (NGOs) have joined the CITES
Secretariat in creating species identification tools in
the form of books, manuals and online assistance to
make the identification of CITES specimens easier.
The Management Authority should be contacted for
details on what tools are available and appropriate
for that country and to assist in solving any
difficulties encountered in identifying species during
inspection.

Montreal Protocol

Green Customs Guide

(7]
=
(=)
-
(2]
—]
[+
(-
(=)
(1S
(7]
B
—]
(7]
2
=
S
=
=
(=)
(L)

101



Checking documentation can yield many valu-

able clues about whether a shipment is legitimate.

Because there is no common international standard,

Customs officers should ask the following questions:

“|s the consignment’s classification consistent,
and do the Harmonized System code, ASHRAE
and UN numbers, trade name and chemical name
match?

< Are the invoice, packing list and bill of lading
consistent, and are they compatible with the
shipping manifest?

2 s the country of origin or destination party to the
treaty, and is the paperwork consistent with the
markings of the container?

= Does the container number match the documents,
and is it a genuine container number (verify with
the shipping line or owner of the container)?

< Does the importer’s address actually exist? The
authorised licensing agency can help to verify
that the importer has a valid licence. If the
importer is new to the trade, further investigation
is warranted.

 For recycled products, does the exporting country
have a recycling capacity? A list of recycling
capacities can be obtained from the treaty’s
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Secretariat. Customs officers could request an
analysis of a sample of the chemical as well as
information on the source of the chemical and the
name and details of the recycling facility.

= Is the shipping route logistically and economically
viable?

2 s the price realistic and in line with international
prices?

Physical inspection of cylinders and packaging can
provide important information about the validity and
legality of the consignment. Customs officers should
use the following checklist:
2 Is the colour of the cylinder consistent with the
industrial standards of the chemical declared?
s the language on the cylinder/packaging
appropriate for the intended market?

= Are there any spelling mistakes on the cylinder/
packaging?

= Are there any inconsistencies (inappropriate use
of company logos, taglines or trademarks)?

< Is the type of valve used on the cylinder correct?

= Has the cylinder been painted or tampered with?

= Are the labels on the cylinders silk-screened or
spray painted (not printed or stickers)?

Table 3-2 The main smuggling techniques for ODS encountered by Customs officers.

Smuggling method

Detection tip

Front door smuggling. In countries that have no effective
licensing system or in which shipments are never properly

e Check paperwork carefully.
] Raise awareness among Customs

checked, smugglers do not even attempt to disguise shipments.

officers.

False labelling of cylinders and cartons of ODS as other
chemicals.

Check imports routinely.
Use gas identifiers if possible.

Mis-declaration. Controlled chemical declared on the
documentation as another chemical (smugglers assume

that officials are unfamiliar with chemical names and codes),
cylinders declared empty, mis-declaration by under-invoicing.

Check paperwork carefully.
Match paperwork with
consignment.

Declared as recycled. Virgin CFCs and halons may be declared
as used, recovered, reclaimed or recycled because recycled
imported CFCs and halons do not count against a country’s
ODS consumption. Some smugglers even contaminate virgin
CFCs so they appear used.

Check the exporting country’s
recycling capacity.
Analyse a sample of the refrigerant

Double layering, which entails hiding the illegal materials behind
a layer of legal products.

Check paperwork carefully.
Inspect consignments.

Concealment, or hiding chemicals among other cargo or in
vehicles, boats, backpacks, head-loads or rickshaws.

Maintain vigilance at border
crossings.

Transhipment fraud, which consists of elaborate shipping
routes, fictitious destinations and false paperwork to put
officials off the scent.

Pursue international co-operation
and communication.

Cross-check with the exporting and
any transit countries.

Chemical declared as equipment such as refrigeration
equipment, compressors or auto parts. Chemicals
can even be smuggled inside the equipment

Inspect consignments thoroughly.




= Are the manufacturer’s contact details printed on
the cylinder?

2 s the date of manufacture consistent with the
paperwork?

Customs officials should treat neutral packaging
with no labelling, country of origin or manufacturer
as suspicious, and they should call trained personnel
for further testing (identifying) if needed. Colour
codes can now be used to identify the supposed
content of a cylinder. See example in Table 3-3 using
Air-conditioning and Refrigeration Institute (ARI)
codes.

Table 3-3 Colours of cylinders for main refrigerants
(ARI colour code)

oDs
CFC-11: orange
CFC-12:  white

HCFC-22: light green
CFC-113: dark purple

Alternatives
HFC-134a (R-134a): light blue (sky)

Note: ARI codes are a US standard
and not applicable in all countries.

[a] Legislation

For all the conventions, it is important that Customs
administrations are well informed of the relevant
legislation and are consulted during preparation of
the legislation applying international obligations,
and that they are aware of their duties and mandate
under the national law for implementation of the
international convention. More specific guidance is
described in the following sections.

Basel Convention

Parties to the Basel Convention are obligated to
take the appropriate legal, administrative and other
measures to implement and enforce the provisions of
the Convention, including measures to prevent and
punish conduct in contravention of the Convention.
States are under a specific obligation to introduce
national/domestic legislation to prevent and punish
illegal traffic. The Convention also permits Parties to
adopt stricter measures than those required by the
Convention, even to the extent of prohibiting exports

or imports. Customs officers should be familiar with
the requirements of their national legislation and
other relevant measures, particularly because the
actions they take may be the first step taken by their
national authorities in a journey that could lead to
criminal prosecution or some other form of punitive
measure.

Biosafety Protocol

Many countries are adopting new legislation or
amending existing laws in order to implement the
Protocol in their jurisdiction. These laws often include
rules defining how a country will decide whether it
will allow the import of an LMO, prohibit the import
of an LMO or impose restrictions on the import of an
LMO. Customs officers should know what systems
their country has in place for making decisions on
LMOs and how to find information on the decisions
that have been made under any such systems.

Chemical Weapons Convention

All States Parties are required to adopt the necessary
measures to implement the Chemical Weapons
Convention (including the enactment of penal
legislation) and to inform the OPCW of any legislative
and administrative measures they have taken.

National implementing legislation is also important
for submission of the information needed for an
accurate national declaration and for export/import
controls under the CWC. The format and extent of
the legislation will depend on the State Party’s legal
system, the extent of its declarable chemical industry
and whether it possesses chemical weapons.

States Parties to the CWC are obliged to implement

its various requirements in their national law and

review existing legislation for any incompatibilities

with the Convention. Primary legislation typically

covers:

< Definitions

= Composition, mandate and powers of the National
Authority

2 Prohibitions of certain activities

< Penalties for violations

< Extraterritorial application to nationals

< Requirement to submit data relevant for
declarations

= Requirement to co-operate with inspections

= Requirement to protect confidential information.

Subsidiary regulations typically cover:
< Licensing of production facilities
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< Import/export controls

= Procedures for submitting declarations-related
data

= Procedures for inspections.

The following activities are usually prohibited by

penal law. The law will state that no person shall,

under any circumstances:

= Develop, produce, otherwise acquire, stockpile,
own, possess or retain chemical weapons, or
transfer, directly or indirectly, chemical weapons
to anyone

“ Use chemical weapons

= Assist, encourage or induce, in any way, anyone
to engage in any activity prohibited to a State
Party under the Convention

< Transfer to or receive from any person in a State
not Party any Schedule 1 or 2 chemicals

< Transfer any Schedule 3 chemicals to a State not
Party without first obtaining an end-use certificate
issued by the competent government authority of
the State not Party

2 Engage in any military preparations to use
chemical weapons

= Use riot control agents as a method of warfare.

[a] Derogations

Basel Convention
No reservations or derogations may be made to the
Convention.

Biosafety Protocol
No reservations or derogations may be made to the
Protocol.

Chemical Weapons Convention
No reservations or derogations may be made to the
Convention.

CITES

In its Article VII, the Convention allows or requires
Parties to make certain exceptions to the general
provisions of the Convention. This situation can
result in exemptions to the normal procedures in
which no CITES documentation is required, or
in special procedures in which trade is regulated
but the specimens are subject to the provisions
of an Appendix different to the one in which it is
listed, or documents other than the normal CITES
documentation are required.

THE PRACTICAL ASPECTS OF IMPLEMENTING MEA CONTROLS: THE ROLE OF CUSTOMS

Specimens in transit or transhipment

“Specimens in transit or transhipment” refers only
to specimens that remain under the control of
Customs, that are in the process of shipment to a
named consignee through or in the territory of a third
Party, or for which interruption in their movement
stems only from arrangements necessitated by
the requirements of transport. In these cases, the
normal provisions of CITES do not apply. The Parties
nevertheless recommend that if national legislation
allows, authorities should verify the presence of
valid CITES documents and seize or confiscate
specimens without valid documentation. If seizure
or confiscation is not possible, shipment details
should be sent to the country of final destination,
to other countries of transhipment and to the CITES
Secretariat. These procedures should also apply if
the country of origin or country of final destination
is a non-Party.

Pre-Convention specimens

The normal provisions do not apply to traded
specimens if they were acquired before the
Convention applied to them (that is, the date
on which the species was first included in the
Appendices). If the Management Authority is satisfied
that this is the case, it can issue a certificate to that
effect (a pre-Convention certificate). It is up to the
Management Authority to decide whether to issue a
pre-Convention certificate.

Personal or household effects

“Personal or household effects” refers to specimens
that are personally owned or possessed for non-
commercial purposes, legally acquired, and at the
time of import, export or re-export either are worn or
carried or included in personal baggage or are part
of a household move. Personal effect exemptions
do not apply to live specimens; these still require
permits. Some countries have adopted stricter
domestic measures and do not allow exemptions for
personal effects.

The exemption for specimens that are personal or
household effects is the only true exemption in which
no CITES documentation is required for specimens
of species included in the Appendices. However,
the exemption does not apply to all situations in
which a person is returning to his State of usual
residence with a CITES specimen for personal
use. Specifically, the exemption does not apply to
Appendix | specimens when they are obtained in a
State other than the owner’s State of usual residence



(these are considered imports). The exemption also
does not apply to Appendix Il specimens when the
specimen was removed from the wild in a State that
is not the person’s State of usual residence; when
the specimen is being imported into the owner’s
State of usual residence; and when the State where
removal from the wild occurred requires the issuance
of an export permit before export (in these cases an
export permit is required).

The term tourist souvenir specimen applies only to
personal and household effects acquired outside a
person’s State of usual residence; it does not apply
to live specimens. Tourist souvenir specimens of
species listed in Appendix | should not be exempted
from the usual CITES provisions for Appendix |
species.

Captive-bred animals

and artificially propagated plants

IfaManagement Authority is satisfied that a specimen
of an Appendix Il or Ill species has been captive-
bred or artificially propagated for any purpose, or an
Appendix | specimen has been bred or propagated
for non-commercial purposes, a certificate stating
this fact can be accepted (usually the standard
permit form, but identified as a captive breeding
certificate or certificate of artificial propagation).

Exchange between registered scientific
institutions

The Convention provides for the possibility of
exempting the donation or exchange of certain types
of scientific material from the usual provisions, if such
specimens are being transferred between scientists
or scientific institutions registered by a Management
Authority of their State. This exemption applies only
to herbarium specimens, live plant material, and
preserved, dried or embedded museum specimens.
The container in which the specimens are shipped
should carry a label indicating the type of specimens,
the name and address of the exporting institution,
and the codes of the exporting and importing
institution.

Travelling exhibitions

The Parties use a system of special travelling
exhibition certificates with a validity of three years
and suited for multiple use for pre-Convention or
captive-bred specimens. Of the other conditions, the
most important is that the specimens be marked or
otherwise easily identifiable.

Montreal Protocol
The four main derogations of the Montreal Protocol
are as follows:

= The imports and exports of recycled and used
ozone-depleting substances are not taken into
account in calculating a Party’s consumption,
provided such data are reported to the Ozone
Secretariat

> The use of methyl bromide for quarantine or
pre-shipment treatment does not count as
consumption for the country. National Ozone
Units can provide more information on this
category of use

< Feedstock and process agents, where the
chemicals are used in chemical processes and
result in non-ODS products

= Equipment containing ODS is not controlled
by the Montreal Protocol. However, the Ozone
Secretariat holds a list of countries that do not
manufacture for domestic use and do not wish to
import products and equipment whose continuing
functioning relies on CFCs and halons. National
Ozone Units can provide more information.

The Montreal Protocol also includes provisions for
exempting the production and consumption of
certain ozone depleting substances for three broad
sets of exemptions; critical uses of methyl bromide,
essential uses for all other chemicals controlled
by the Montreal Protocol (except for HCFCs); and
laboratory and analytical uses. Customs officers
should consult their National Ozone Unit about other
derogations that may apply in their country.

E Non-Parties

Basel Convention

Parties to the Convention are prohibited from
exporting hazardous wastes to, or importing hazard-
ous wastes from, a non-Party, unless a bilateral,
regional or multilateral agreement on transboundary
movements is in place to which both the Party and
non-Party are subject and as long as that agreement
does not derogate from the environmentally sound
management of hazardous wastes as required
under the Convention. Any agreement of this na-
ture entered into by a Party must be notified to the
Secretariat of the Basel Convention.

Biosafety Protocol
Although countries that are not Parties to the
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Biosafety Protocol are not bound by its provisions,
they may be required indirectly to abide by its terms
if they are trading in living modified organisms
with Parties. Article 24 of the Protocol requires the
transboundary movements of LMOs between Parties
and non-Parties to be consistent with the objective
of the Protocol. The Biosafety Clearing-House, which
is used by both Parties and non-Parties, includes
numerous records of decisions on LMOs that have
been taken by non-Parties.

Chemical Weapons Convention

Under the terms of the Convention, the transfer
of Schedule 1 chemicals to States not Party is
forbidden.

A similar ban on the transfer of Schedule 2 chemicals

to and from States not Party came into force in April

2000. The following types of products are excluded

from the ban on transfers of Schedule 2 chemicals to

or from States not Party:

 Products containing 1 per cent or less of a Schedule
2A or 2A* chemical

< Products containing 10 per cent or less of a
Schedule 2B chemical

= Products identified as consumer goods packaged
for retail sale for personal use or packaged for
individual use.

It is permitted to transfer Schedule 3 chemicals to

both State Parties and States not Party. However,

an exporting State Party must obtain an end-use

certificate from the recipient State not Party to ensure

that the chemicals are being used for purposes

not prohibited under the Convention. An end-use

certificate is not required for:

< Products containing 30 per cent or less of a
Schedule 3 chemical

< Products identified as consumer goods packaged
for retail sale for personal use or packaged for
individual use.

The Convention does foresee that States Parties
may consider other measures regarding the transfer
of Schedule 3 chemicals to States not Party five
years after the Convention enters into force.

CITES

When an export or re-export is to, or an import
is from, a State not a Party to the Convention,
comparable documentation, issued by the
competent authorities in that State, that substantially
conforms to the requirements of CITES for permits

THE PRACTICAL ASPECTS OF IMPLEMENTING MEA CONTROLS: THE ROLE OF CUSTOMS

and certificates may be accepted in lieu thereof.
The Parties recommend that particular attention be
given to inspecting specimens in transit from or to
non-Parties and to the documents that accompany
them.

Montreal Protocol

For Parties to the Montreal Protocol, ODS imports
from or exports to countries not party to the Protocol
are forbidden. Currently the only non-Parties to the
Montreal Protocol are Andorra, San Marino, and
Timor Leste.

E Free trade zones

Generally, Customs officers should check with the
relevant authority about how the trade rules of MEAs
to which their country is party are implemented in
specific zones such as free trade zones.

Chemical Weapons Convention

The free flow of goods in free zones and free ports is
arevenue generator, and thus is vital to the economic
health of some States Parties. How stringently must
the CWC controls be applied and enforced in these
special legal regimes? The obligation to prohibit
certain activities in “any place under its control”
implies a strict regime, including in free zones and
free ports. And yet over-regulation could choke off
international trade. The States Parties must therefore
achieve a balance.

The legislation, regulations and procedures
applicable in the free zone or port will determine
whether the port authority will routinely be aware
of illegal transfers and in a position to enforce the
Convention. In cases in which the violation is brought
to the attention of the port authority by another State
Party, the Convention is explicit: Article VII, paragraph
2, stipulates that the State Party shall co-operate and
afford the appropriate form of legal assistance. The
extent to which the Convention is being enforced in
free zones or free ports varies. Some States Parties
to the Convention have drafted their legislation in
such a way that the Convention can be stringently
enforced in their free zones or ports.



UNEP “Manual on Compliance with and Enforcement of Multilateral Environmental
Agreements”

The “Manual on Compliance with and Enforcement of Multilateral Environmental
Agreements” is part of the efforts by the United Nations Environment Programme
(UNEP) to strengthen countries’ capacities to implement, comply with and enforce MEAs
and environmental law more broadly. It has been developed to facilitate the use and
application of another UNEP tool, the “Guidelines on Compliance with and Enforcement
of Multilateral Environmental Agreements”. The guidelines were developed by UNEP
with the co-operation of governments and many other stakeholders and approved by
UNEP’s Governing Council at Cartagena in February 2002.

The manual complements the guidelines by providing specific examples from around
the world of how governments, NGOs, the private sector and other institutions have
utilized the various approaches set forth in the guidelines. It also provides detailed
explanations, checklists and additional resources that lend depth to the specific
approaches.

The manual targets the wide audience and stakeholders who play a role in ensuring
effective implementation of MEAs. These include Customs officers, as well as treaty
negotiators, decision makers, legal practitioners, police, researchers and legal drafters
in government, outside government, academia and professional institutions. Indeed, the
manual is a reference tool and a guide to all enforcement officials. It can be consulted
via a fully searchable online version (http://www.unep.org/dec/onlinemanual). A CD-
ROM version of the manual is also available to provide interactive access to the manual
for users who do not have regular access to the Internet as well as a convenient and
low-cost method of distributing the manual at meetings or training programmes and to
a variety of stakeholders.
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© Reporting cases of illegal traffic
in environmentally sensitive items

E] WCO enforcement
instruments

Global Information and Intelligence Strategy
(GlIS) and Risk Assessment Indicators

Risk management is central to reconciling the
requirements of enforcement, security and facilitation.
Intelligence, in turn, is a key component of risk
management. To assist its members in constructing
theirnationalinformationandintelligence systems, the
World Customs Organization (WCO) has developed
and periodically updated its Global Information and
Intelligence Strategy (GIIS, EC0132E1).

Since 2005, the WCO has developed Standardized
Risk Assessments Model Risk Indicators/Profiles
(EC0149E7). Among other things, this tool contains
specific indicators for MEA-related trafficking. The
indicators help Customs officers target goods and
conveyances either for physical inspection or for
post-importation audit, thereby allowing them to
operate more efficiently and effectively.

Both of these tools have proven effective in collecting
and analysing data, enhancing international co-
operation and providing members with guidelines.

WCO Customs Enforcement Network (CEN)

and Regional Intelligence Liaison Office (RILO)
network

The Customs Enforcement Network is an Internet-
based global enforcement system designed
to support and enhance data exchange and
communication between Customs services in their
fight against transnational organised crime. It has
four main components:

2 A non-nominal seizure database of 13 commo-
dities, including CITES and hazardous waste.
Ozone-depleting substances are scheduled to
be added to the database in 2008. Customs
administrations are encouraged to report relevant
seizures to allow analysis of the global and
regional trends in trafficking of environmentally
sensitive items.

< A website that is constantly updated and fed
with vital Customs information, such as alerts,

intelligence reports, as well as information from
other organisations.

= A Concealment Picture Database (CPDb), which
aims to illustrate exceptional concealment
methods with pictures. Customs officials can
obtain the full details on single cases, where
available.

< Areal-time communication system (CEN COMM)in
which authorised users may exchange information
in the form of encrypted preformatted messages
or plain text e-mail. It is specially designed for
Customs operations or joint Customs operations
involving other law enforcement agencies. Since
September 2004, 32 operations have been run
successfully on this system. It has proven secure,

cost-effective, multifunctional, flexible and
interactive.
WCO member Customs administrations are

encouraged to report seizures to the CEN database
on a voluntary basis. When a seizure is made, the
Customs officials are expected to report it to the
national contact points in their own country, so that
they can put it in CEN in a timely manner.

CEN became operational in July 2000. Today, more
than 1,800 Customs officers in over 150 countries
have access to the more than 150,000 seizures
contained in CEN. Access to CEN is controlled by
a user name and password issued by the WCO
Secretariat (contact cis@wcoomd.org for more
information).

The Regional Intelligence Liaison Office network is a
global intelligence network designed to improve the
efficiency and effectiveness of Customs enforcement
around the world. The RILO programme is organised
on three essential and complementary levels: (1)
contact points of member administrations, (2) RILOs
and (3) WCO Secretariat. The network operates
through its 11 worldwide RILOs to ensure collection,
treatment, analysis and dissemination of intelligence.
The RILO network is supported by the CEN.



For RILOs in different regions, please contact:

< RILO Asia/Pacific - China
Chinese Customs Administration
10th Floor. East Wing. Jia 10.

Guang Hua Road - Chao Yang District
100026 Beijing

Tel: 86 10 8573 6348

Fax: 86 10 8573 6349

e-mail: rilo-ap@customs.gov.cn

2 RILO Middle East

P.O. Box 22631

Riyadh 114416, Saudi Arabia
Tel.: +966 1 478 78 89

Fax: +966 1 478 58 87

E-mail: rilo_riyadh@yahoo.com

= RILO Eastern and Southern Africa
Times Towers, 9th Floor

Haile Selassie Avenue

P.O. Box 72236-00200

Nairobi, Kenya

Tel.: +254 20 340 414

Fax: +254 20 317 964 / +254 20 241 317
E-mail: rilo.esa@kra.go.ke

= RILO Central Africa
Directorate General of Customs
P.O. Box 4049

Douala, Cameroon

Tel.: +237 3010464

Fax: +237 3010510

E-mail: Rilobrlr@yahoo.com

= RILO Western Africa

Rue René Ndiaye angle Carde
B.P. 4033

Dakar, Senegal

Tel.: +221 8 22 11 85

Fax: +221 8 22 55 69

E-mail: brirdakar@sentoo.sn or i.seck@sentoo.sn

= RILO North Africa

Administration des douanes et imp6ts indirects

Boulevard Hassan II, B.P. 1799
Rabat, Morocco

Tel.: +212 37 71 78 38 /37 57 94 42
Fax: +212 37 71 78 38

E-mail: brir.rilo.naf@douane.gov.ma
or

a.lakbir@douane.gov.ma

= RILO Eastern and Central Europe
Room 4388, 12 Swietokrzyska Str.
00-916 Warsaw, Poland

Tel.: +48 22 8 26 91 89

Fax: +48 22 8 27 67 97

E-mail: agnes@rilo-waw.pl

= RILO West Europe

Zollkriminalamt, Bergisch Gladbacher Strasse 837
D-51069 KoéIn, Germany

Tel.: +49 221 672 41 12

Fax: +49 221 672 41 11

E-mail: office@rilo-we.org

< Joint Intelligence Office (JIO), Caribbean
CCLEC - Caribbean Customs Law Enforcement
Council

4 Manoel Street, PO. Box 1030

Castries, St. Lucia

Tel.: + 1 758 453 2556 or 1 758 453 7705

Fax: + 1 758 453 2563

E-mail: cclec@candw.lc

= RILO South America
Direccién nacional de aduanas
Plaza Sotomayor, 60
Valparaiso, Chile

Tel.: +56 32 200 645

Fax: +56 32 233 163

E-mail: rilosa@aduana.cl

= RILO CIS

(Commonwealth of Independent States)

Central Enforcement Department of the Federal
Customs Service

Novozavodskaya Street, 11/5

121087 Moscow, Russia

Tel.: +7 495 449 86 86

Fax: +7 495 449 86 90/86

E-mail: rilo-moscow@gubk.customs.ru

A note about the WCO website: The website has
both a public area and a private one. The public area
(http://www.wcoomd.org) is designed to promote
the various legal instruments managed by the WCO
Secretariat. Access to the private area is restricted
to WCO members.
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El Interpol’s Ecomessage

It is generally agreed that environmental crime is one

of the most profitable and fastest-growing areas of

international criminal activity. Criminal networks and

syndicates, motivated by high profits and low risks,

have established an international industry that:

< Endangers the health and welfare of communities
and future generations

< Compromises the natural heritage and ecological
integrity of the planet

< Unfairly disadvantages those companies comply-
ing with environmental laws

= Flouts environmental law as well as many other
laws.

It is important to keep in mind that environmental
crime can be both local and transnational. For
example, illegal dumping of hazardous waste
obviously affects the site of the incident. But the
generators and transporters of the waste, as well as
the agents, principals and witnesses, may be far from
the scene, and frequently reside beyond national
borders. In those situations, the environmental crime
is effectively countered only by good international
co-operation.

More than a quarter-century of experience

persuaded Interpol that the timely exchange of

pertinent information is crucial to any campaigns

that target international environmental crime. Interpol

also learned, however, that information exchange

between various countries can suffer from disruptive

complications because:

< The required information often must be collected
from widely scattered sources

= Countries do not have uniform reporting methods

= There has been no international repository for the
collection, storage, analysis and circulation of
information useful in efforts against environmental
crime

< Investigators in one country often have not known
which law enforcement agency or agencies were
their appropriate contacts in other countries.

Interpol resolved these shortcomings by creating

Ecomessage, a reporting system and database that

covers all major environmental crime, including:

2 lllegal transboundary movements and illegal
dumping of wastes

2 lllegal transboundary activities involving radioac-
tive substances

< lllegal traffic in species of wild flora and fauna.

THE PRACTICAL ASPECTS OF IMPLEMENTING MEA CONTROLS: THE ROLE OF CUSTOMS

Ecomessage: What it is and how it functions
Interpol’s General Secretariat in Lyon, France,
serves as a central collection point for information
on international environmental crime. Interpol’s
Ecomessage systematically accepts environmental
crime data and enters it into a computerised data
collection facility at the General Secretariat.

The Ecomessage system uses a simple, carefully

designed form to transmit details of a particular

crime to Interpol. The standardised design of the

communication permits:

= Speedy and methodical entry of the report’s
details in a format that is compatible with the
Interpol database

- Efficient cross-referencing of the data against
other entries in the computerised database

= Organised and meaningful extraction of that data
in a way that facilitates applications such as
criminal intelligence analysis.

An Ecomessage report must be transmitted to
Interpol via a standardised procedure and routing.
This systematic approach helps to ensure the validity
of the data transmitted. Assured validity increases
the reliability of the information in Interpol’s database
and provides more dependable results when that
information is used.

In any one country, many government law enforce-
ment agencies may enforce environmental laws,
and the environment ministry or agency itself may
have various enforcement authorities. The Customs
agency often intercepts and seizes contraband con-
signments of waste shipments. If the case concerns
pollution on surface waters, the water police and
coast guard authorities may be involved. National
and local police departments also often play a role
in environmental law enforcement, as do attorneys
general and other government agencies.

Any of these agencies may gather the information
required for an Ecomessage report. When the
information is gathered, however, it should be
brought to the Interpol National Central Bureau (NCB)
of the reporting country. The NCB is usually found in
the international relations department of the national
police. If difficulty is experienced in locating the NCB
in their country the Interpol General Secretariat
should be contacted:

Interpol General Secretariat

200, quai Charles de Gaulle,

69006 Lyon, France



Fax: +33 (0) 4 7244 7163
Tel.: +33 (0) 4 7244 7000
E-mail CCC-OperationsRoom@interpol.int

It is the NCB'’s responsibility to transmit the details of
an Ecomessage to the Interpol General Secretariat.
This responsibility is outlined in Interpol circular letter
reference 38/DII/SD2/E/INT/WG/2/ENV/94 of 9 June
1994, which should be on file in every Interpol NCB
worldwide.

When the Interpol General Secretariat receives an

Ecomessage, the information it contains is entered

into Interpol’s computerised database. Several

important benefits are generated by this process:

< Theinformation isimmediately screened againstall
other information in the Interpol computer, which
can produce important feedback. For example, if
Country X reports the arrest of Mr. A on charges of
illegally transporting waste, the processing of the
Ecomessage may produce information that Mr. A
is also wanted by Country Y for a similar offence,
or that he has already been convicted in Country
Z for a related offence. Information on concurrent
warrants for arrest, or prior convictions, is of
great interest and importance to prosecuting
attorneys.

= The Ecomessage form also has provision for the
reporting country to ask questions, and it provides
a mechanism for international co-operation. For
example, suppose a waste broker has shipped an
illegal load of hazardous waste into Country X from
Country Y. Using the questioning possibilities of
Ecomessage, investigators in Country X can ask
for information about the waste broker in Country
Y, or the carrier involved. They can also ask
anything else for which international information
exchange will help their case along.

= Data collected in Interpol’s computers can be
accessed by the professional analysts who work
in the Interpol Analytical Criminal Intelligence
Unit. When adequate reliable data are available,
very useful analyses can be conducted to reveal
the criminals involved, as well as the size,
structure and dynamics of the criminal enterprise
or network involved.

Although Interpol has been using the Ecomessage
for years, the database is still too small to produce a
truly global analysis of the criminality associated with
international environmental crime. The system needs
more data via Ecomessage reports. Once statistically
significant masses of data are acquired, they can be

analysed and used to construct a worldwide picture
of the illegal international environmental crime.

Ecomessage Form

Examples of the Ecomessage form appear below.
The style presented in this example can be used
to transmit the Ecomessage to the Interpol General
Secretariat in Lyon, France.

Anyone preparing an Ecomessage form should
keep all entries in the same numbered and
lettered sequence, which is important to maintain
compatibility with the Interpol database. A properly
prepared form will enter easily into the database and
is much more likely to produce results.

If the information for a particular item on the form is
not available, mark it as «unknown» or simply leave
it blank.

The complete Ecomessage form should be delivered
to the local Interpol National Central Bureau.
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ECOMESSAGE FORMS

EXAMPLE | (GENERIC FORM)

1. Subject

1.1 A brief description of the offence

1.2 Code name

1.3 Legal description of the offence (Reference number, Citation of legislation violated
and legally possible penalties)

2. Place and method of discovery

2.1 Place where offence was discovered (e.g. name of a port of city). If on sea or open
countryside, indicate distance and direction to a known reference point.

2.2 Describe how the offence was discovered (e.g. customs control inspection, informant
information, etc)

2.3 City, Country where offence was discovered.

3. Date and time

When the offence was discovered

4. Contraband products
4.1 lllegal wastes: Specify the nature of the wastes and their place of production: or
Radioactive substances: Specify the nature of the radioactive substance; or

Wildlife: Specify the scientific and common names of the species involved, with a precise
description of the specimen (e.g. live, dead, part or derivative, age, sex, etc.)

4.2 Quantity and estimated value: Specify the units of measure and type of the currency

5. Identity of person(s) involved

Note: ltems 5.a to 5.l must be completed for each person involved.

a) Date of arrest

b)  Family name (and Maiden name)

c) First name(s)

d) Sex

e) Alias(es)

f)  Date and place of birth

g) Nationality

h)  Address

i) Information contained on passport or national ID
j)  Profession

k)  If and, function in any of the companies mentioned in item 6.

Other information: Numbers of telephone, fax, vehicle, etc. plus subject’s function in the
offence (courier, dealer, etc)

=



6. Companies involved
Note: Items 6.a to 6.f must be completed for each business involved.

a) Type: indicate the legal type of company

b) Name: Specify both the legal name and any trade names
c) Activities

d) Address and telecommunications details of headquarters
e) Registration number

f) Business address & phone/fax- If not same as item d)

7. Means of transport and route

Provide maximum details on means and routes of transportation for violations involving

transport of contraband.

8. Locations

a) Country and town of origin: For wildlife, indicate country of origin according to CITES
(country where the specimen was taken from the wild or bred in captivity), as well as
according to Customs definition (county where the last substantial transformation

occurred). Specimens originating from the sea should be indicates as “sea”.
b) Country of Provenance: Country of last re-export
c) Country(ies) of transit: As much as can be determined

d) Country and address of destination: Both the destination declared on transport documents,

and the real destination, if known.

9. lIdentification of documents used

Specify the types of documents, including authorisations, transport documents, permits and

certificates, invoices, etc. Specify if such documents are altered of fraudulent.

10. Law Enforcement agency

Specify the name and address of the agency with primary responsibility for the case,

along with telecommunications information and a contact person, if possible.

11. Modus operandi

Describe the modus operandi precisely, including: technique of concealment, type of
packaging, techniques of document falsification, etc. as well as possible relationship with other
cases. Attach photocopies (e.g. false documents) and photos (e.g. container) that illustrate the

modus operandi.

12. Additional information
Other details deemed relevant

13. Information requested

Do investigators need information available from foreign countries (e.g. details about a foreign

national’s arrest record or a freight forwarding company’s history of violations)?
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ECOMESSAGE FORMS

EXAMPLE Il (WILDLIFE)

1. Subject

1.1 lllegal trade in endangered parrots and their eggs
1.2 Operation Cockatoo
1.3 Article 3 of Law/Regulation (maximum penalty: 3 years prison and/or fine)

2. Place and method of discovery

2.1 Capital Airport
2.2 Discovered by X-ray and document examination
2.3 Camelot, Utopia

3. Date and time
30 April 2004 at 23:00 hours
4. Contraband products
4.1 3 Cacatua goffini (CITES App ) (live, age unknown)
1 Cacatua moluccensis (CITES APP |) (live, age unknown)
25 eggs of Cacatua goffini, C. moluccensis, C. sanguinea
4.2 Value about US $50,000
5. Identity of person(s) involved

Note: Items 5.a to 5.I must be completed for each person involved.

a) 30 April 2004

b)  Kinobi

c) Obiwan

d) Male

e)  Obithe Birdman

f) 18 November 1940, Manchester
g) ShangrilLa

h)  Psitti St. 22, Parroton

i) Shangri La passport 255462 issued at 21/07/99 valid to 2009
)  Snake oil salesman

k)  Unknown

) Unknown

6. Companies involved

Note: Items 6.a to 6.f must be completed for each business involved.

a)  Snake oil company

b)  Viper Plus Inc.

c)  Snake oil processing and marketing

d) Psitti St. 22, Parroton, Shangri La

e) Unknown

f)  Psitti St. 22, Parroton, Shangri La, tel/fax 255678888



7. Means of transport and route

by plane from Atlantis to Shangri La (flight YL 123) and by plane from Shangri La to Utopia (flight
YL 456)

8. Locations

a) East Indies (CITES definition) East Indies (customs definition)
b) Unknown

c) ShangriLa

d) Utopia

9. Identification of documents used

False CITES Export Document, (East Indies). Unknown signature and false seal Nr.5567. Import
document is falsified. Valid veterinary certificate may have signature of accomplice.

10. Law Enforcement agency

General Inspection Service, Utopia, P.O. Box 222, Capital, Utopia, and Interpol NCB, Utopia, P.O.

Box 45, Capital, Utopia..

11. Modus operandi

12. Additional information

Above-mentioned company already listed in our files for illegal trade in birds (1999, 2001, 2002)
Subjects passport has recent visas issues by East Indies, Atlantis and Valhalla.

13. Information requested

Requesting relevant Interpol NCBs for any available information.

Green Customs Guide
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CONCLUSION: NEXT STEPS

This Guide was prepared to provide Customs and border control officers with assistance in their efforts to
prevent the illegal trade in environmentally sensitive commodities and to facilitate the legal trade in these
items.

The preceding chapters have provided a brief explanation of multilateral environmental agreements (MEASs)
and an introduction to the partners in the Green Customs Initiative including an overview of the main trade-
related MEAs and some practical aspects of implementing these. This short concluding chapter highlights
some follow-up actions that can be taken by users of this Guide. It is recognised that implementation of MEA
requirements is a considerable task requiring a great deal of effort and commitment. The information provided
in the previous chapters, in addition to the suggested follow-up actions presented here, should provide the
tools needed to help in the task of facilitating the legal trade and preventing the illegal trade in environmentally
sensitive commodities, thereby contributing to the provision of a better common global environment.

%] Talk to colleagues

It is important that Customs officers share the lessons from this Guide with their colleagues such as their
supervisor, peers and personnel at the national Customs training institute. Trainers at the institute should know
what training resources are available on Green Customs and on each of the MEAs. The institute may already
have courses or curricula related to the environment and this Guide, and complementary documents may be
included in its curriculum. Users of this Guide could serve as key resource persons for developing such courses
at the national level.

[%] Seek more information
about multilateral environmental agreements

Although readers may already be familiar with some of the MEAs presented in this Guide, some may wish
to obtain more detailed information and materials. Specific information can be found on the websites of the
respective organisations. Chapter 2 contains contacts and resources from the secretariats that may be helpful
in a search for information. The Green Customs Secretariat within UNEP’s Division of Technology, Industry and
Economics in Paris can provide more information and reference documents upon request (see details below).
Some of the secretariats may be able to provide or suggest additional training, information or activities that can
give Customs officers more detailed knowledge about the specific MEA or organisation.

%] Follow developments in the MEAs

This Guide contains information on how MEAs are implemented at the national level and on how to identify the
main stakeholders in each country. The national office or bureau responsible for implementing each MEA in a
country can provide more detailed information on national implementation measures. Moreover, the websites
of the MEAs described in Chapter 2 are regularly updated and so include the most recent information on,
for example, the latest status of ratification, new training tools and amendments to the agreements. The
Green Customs website (http://www.greencustoms.org) also provides information on related events and
developments.



[%] Provide feedback
to help develop national policies and legislation

A Customs office that has established contact with national MEA authorities and other stakeholders may be
asked to participate in the national consultations during the development of legislation and regulations related
to MEA implementation and data collection. Representation of Custom’s viewpoint will help to ensure that new
processes and procedures facilitate the work of Customs.

E Provide feedback to the Partners
to the Green Customs Initiative

Users with comments or suggestions on how this Guide could be improved or what additional information
would be required should provide their comments or suggestions to the Green Customs Secretariat in UNEP
DTIE Paris.

This Guide is available in both hard copy and electronically. A CD-ROM can be obtained from UNEP DTIE,
or the Guide can be downloaded from http://www.greencustoms.org.

Green Customs Guide
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About the UNEP Division of Technology,
Industry and Economics

Ting UNER Divission of Technclogy, industry and Econcenica (DTIE) halpa
govermmants, local authonbes and deciaon-makerns in busness and
ndusiny o developand implement policies and praciices foousing on
sustainebe devalopmant,

The Cvision works (o promioéa:
= FUstsinahe conswmation and produciicn
= ihe affcent uga of menewabes enany,
= goequate maragement of chemicals,
= thi intagration of ernironmental costs in deve opmant polices

The Office of the Director, located in Paris, coordinates activities

through:

> The International Emvironmental Technology Centre - IETC (Caska, Shigs),
whach implements intagrated waste, water and difasier managamant pIograTimes,
focuning in parboular on Asla

> Sustainable Consumption and Production (Fads), which promotas sustainabe
consumpiicn and production patEms as 8 contrbution & human development
through global markets

> Chemicals |Geneval, which catayres globd actions o bring about the ownd
manageman of chemicals and the improveman of chamical safisty workdwide:

> Energy (Parz), which fosters energy and ranspert policies for sustainalbia
development and encourages mestment in renswabis enangy @nd enengy Sfficienoy

& Ozonfction [Parizl, which suppons the phase-out of orona deplsting substances
i dEaioping Sounires and counthes With 0onomiss in Fansiban 15 ansune
mplementation of the Monireal Protocaol,

> Economics and Trade (Genaval. which haips courinas 1o Intagrata armircnmmsantal
conasidarabons intoeconomic and rade pobcies, and worke with 5 linanoe secior
to incorporats EUEEnabls development polcee.

UNEP DTIE activities focus on raising awareness,
improving the transfer of knowledge and information,

fostering technological cooperation and partnerships, and
implementing infemational conventions and agresrmanis.

For more information,

seewww.unep.fr



The Green Customs Guide provides
information and guidance to Customs
and other border control officers

to assist in their efforts to monitor
and facilitate the legal trade and fo
terect and prevent the ifegal trade in
enviranmentally sensitive commoditias
such as ozone depleling substances,
toxic chemicals, hazardous waste,
endangerad species and living
rodified organisms.

This Guide explains the Green
Customs Iniliative and provides an
overview of the relevan! frade-related
tréaties and organisations that are
included in this inlliative. Information is
provided on how trade is reguigted and
the responsibilities of Custorns officers
in implementing the various conlrols
are described. Specialised terminology
is explained and sowrces of further
information and assistance is provided.
The Guide is designed o be used

as part of a tralning curriculum for
customs officers or 8s a stand-along
resource.

For mome information, contact:
UHEP DTIE

OzranAction Branch

18 e da Milan

el 1 Pars CEDEX 09

Franca

ok 433 1 4437 1450

Faoe 4033 14437 1474
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